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eaton.com/whatmatters
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Solving industry’s toughest power management challenges

around the world.
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equipment Oil and gas
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Renewables Residential Utilities Vehicles Water/wastewater
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Where We Are'...GIobaI HRS Operations Footprint
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Overview
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* Process improve
* HR Services IR
Metrics * Report mechanism
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* Regular review
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« Project background + Identify high impact . Dashboardig= * Process/quality
mMEY= process control

« Current State HES NI RIZ 8 ﬁﬁ%’ﬁ
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Zero Incident Culture EE &L
Data Protection & Privacy is a global issue 3R FIF2FAZ £ k4 (o) 5

« Laws across the globe are evolving to provide for the protection of the privacy rights of individuals
in view of the developments in the techniques used to capture, transmit, manipulate, record or
store personal data. This is a trend that we welcome!S&F BT3B, £, I, IEFRHEFHED
ABRABARNELRE, SHEREZRHARIIAN AR RBAF. XERNSEFRANBES !

Enforcement Is Picking Up

British Airways — Insufficent security
measures and loss of personal data -
~USD 230 Million intended fine in UK
Marriott — Cybersecurity incident and
loss of personal data - ~USD 138
Million intended fine in the UK

GDPR fines up to 4% of annual
revenue

« A REGULATION
&
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5
E A.FN m
Y

Powering Business Worldwide © 2020 Eaton. All rights reserved. H R SETV'ICES



Zero Incident Culture
Overview and Scope

“Zero Incident Culture” is the hallmark of “Professional excellence” and “Work Ethics”.

“FEEHMN” AL THREY “Fdl” F1 “HRALETE” BHEFR

In today’s environment, data protection and data privacy is as important to employees as their personal safety
5T, BERFANEERANAIMSSAGRE—HEER

HRS handles sensitive processes (Payroll, benefits, etc) and sensitive data (employee personal data)

HRSH SRR D ERORIE (T8, |AS) MEREKE (RIMAKR

Error proof, First Time Right process execution is an expectation for HRS, which ensures high quality output for
Payroll and Benefits management as well as accuracy of employee data.

frteiE, “S—RMBHEFEMEX AREBNITEHRSHEE, AIHARMNFEEFNEENSREME KRR THIEN
TR
We need a culture that ensures that how we do our work takes every precaution to protect our employees’ data

RMNFBE—HMCL, BRI TER XEERB— VIR AP R THHE.
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«  Control points#&#l &

Process
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Metrics

Customer feedback® P [z i&
« Incident reportZ=#iR &
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«  Access controlt¥ R &8
«  Data integrity 5320 SoEL M
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Zero Incident Culture Z=E
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Zero Incident Culture Z - # 1k,
Data Protection Review Process #{#7 /21 /a 72 # 1%

*Each regional center (HRS & OPEX leaders) to identify top 3-5 “high impact” processes with potential data
protection/ privacy risk.

BN H L (HRSFIOPEXTITRA) TE BB BERIERP/BRXKAFIS-5) “EXFM” Rz

Regional OPEX leaders will facilitate reviews and assess each step in identified processes for potential data
protection risks; includes assessment of business need and password protection, use of protected data
elements, requestor security access etc.

XIFOPEXFA TR N BN R AZFNITE B RERIETNENPE, ULKIEBENERERIPRG; SiEls
KIEEMBERP, SRIPBIBTENER, UREIRE.

*Process improvements will be determined and implemented for each risk identified through review process

BRI IZRHE N R FILENSHEMIRE, UHREIBRIPOATEYE
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Lean/6 Sigma Leveragefsm/7~ igIZ® T E{FEHF

WHY Extend
business
hours r (ﬁ
Cause
Cause Cause

WHY WHY AdtlE - Reduce Cause
; price ‘
coating 4 Cause Cause \
e ==/
Offer Cause
support
WHY WHY servicesr

Team of the
Experts

Solution Selection Matrix

Effectiveness Data for Analysis

Analysis

i itigati Failures,
RIS:E:E%?ID” Effects, 2 Solution Idea #2 4 3 4 88 No

Causes 3 Solution Idea #3 2 2 2 48 No

Asset Criticality

Assessment
N
[ Y
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Zero Incident Culture
Data Protection Training/ Awareness for HRS

Annual data protection/
privacy training for all
HRS

Visual reminders for
analysts personal d for accuracy
workspace ivered on the HRS
Yammer channel

©2010Eakn A Hs s HR Services a

Zero Incident Culture
Reporting a Breach — Teams form

HRS team to report all concerns of data privacy/ protection or sensitive process spills
by submitting form at this link in our Zero Incident Culture Team space.

Provide: N
= Dataincident

Type _ Email notification
= Whereincident 5 T sent to HRS and

occurred EmEETIIIET i mi OPEX global leaders
= Description (Moe and Bonnie) to
- i assess and notify

::2';2: i ZERO HRLT as needed
= What'sbeen 12

done so far = s i

E:T-N H
e ©2010Ea10 41 dghsrosaves HR Services

Zero Incident Culture
Visual controls/ marketing — Posters in HRS Work Place

@ PROTECTING PERSONAL DATA

R Sevven
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Zero Incident Culture

Metrics

Spill/Near Miss/Breach Reporting

Metrics Dashboard in Teams
~ # of days without Incident

» Recordable incidents —
beaches/ errors that reach
our customers

» Near misses — errors found

in peer to peer reviews

~ Total Recordable Breach
Rate (TRBR)

| Data Incident Dashboard

‘z.:)

C
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Issue Log

arc Incident Raparting
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The more near miss captured

The less spill/breach will happen

T
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SharePoint Site Approach for Internal Receivers

n zﬁirgfcument Data Privacy Step 1 Nam in g
Home + New & Page detils
Conversations
Notebook
Documents

Storage Metrics
Reference Documents
Site contents

Recycle bin

Step 2: Password

Edit

Access Requests

Documents seea  Reference Documents See 3l Step 3 . Save

+ New ~~ T Upload ~ 2 Quickedit - = All Documents ~ @&

+ New v~ - = Al Documents ~ @
D rame DO ~ame Sodit
am o :'Da;xxvuru Protaction Flow.vsdx S mins
B emEaA @2 “Pinning 2 folder Job Aiddocx Aot
. oo @2 “Region Path Quick Links.docx 3 s
Do LaTAam
- Step 4: Share
M uscAa

*  Document Library — Repository of all saved files.

E A1 .Nlder access is based on current Case system Assignment Group access
m

Powering Business Worldwide
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https://eaton.sharepoint.com/sites/Team_HRSDocumentDataPrivacy/Shared Documents/Forms/AllItems.aspx
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Quarterly Post

Visual management
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Lesson learned () <« inabili AHM Recognition

KWHINTZE

Culture Activity
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Lesson Learned Sharing Session

g o= A

Zero Incident—Lesson Learned Sharing 2020

HR Services

Mistakes are our best

Case Sharing 1#

Case Sharing 2#

Employee’s personal file was left on the

desk after work.

All files with employee personal
information should be kept well, only
authorized person can view that.

*  When leave desk, be sure to lock all
personal files/records, such as resume,
application form, employment contract,
pay change record, ID copy...

Same for laptop, be sure to lock when
leave
Self-check and cross check

©2020€a0 4 atts e

Case Sharing 7#

EMPLOYEE l;‘
PERSONNEL
RECORD '

|

HRS|

HR Services

PN

File was handled to the requestor who raised
tickets on behalf of peer.
Work with HRBP to educate employees
raise ticket through self-service
If not, HRBP or direct supervisor is the
better one to help raise ticket
«  Verify who is the real receiver before hand
out.

©20EN Higs asanes

Case Sharing 4#

AUTHORIZED
PERSONNEL
ONLY

HR Services

Employee used Unpaid Leave type
when apply VULA Leave in leave
system, which will impact the bonus,

Password was in the same email with
attachment, when receiver forward to
others, the unauthorized person saw
the data.

POKA YOKE

(Mistake Proofing [~ + Follow global standard sensitive file

13" month pay...
+ Work with HRBP to educate

Teachers, lets learn from

Error Proofing) sharing approach: send through
employees how to use system. X | 2 &
[ -4 | ] SharePoint, password in a separate
+ Payroll has the validate before o a 9 email.
-0 =¥ 4

deduction in payroll processing to + Al HRS team members should
prevent issue happened. follow this standard process.

[HRS]
] —_— HRS | ETN_

S2TEIN U g s HR Services =

HR Services
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PERSONV?L DATA
SENSITIVE PERSONAL DATA

Understanding the difference

#) f %A
i m,ﬂg W/
O SENSITIVE
PERSONAL
DATA @ e
DATA

e R . Information that if revealed can
I Identlfles::li:‘r:;:;\:;ral directly make an individal vulnerable to
Y harrassment, threat or lead to fraud

?j
Ethnicity &
race

@ Biometrics
=
@) Health
© Data
Bank &
Credit Data

p not a compr ive list

n Needs to be protected

i Needs to be more protected

NI 1P Address

-_—
Birthday ﬁ Work Title

Religion

i

Gender & Sexual
Orientation

Email

© Address Home Address

Geolocalization

Social Security,
National ID or
Similar

@
& Employee

= =@ Number Work Address

s
*

4 8 2§

@IDENTIFY OESCALATE ¥

Type of data and Ask questions until you If something doesn't
how to protect it are sure how to manage seem right, report it

the data
A
EF.T-N
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Password protect files that

contain
sensitive information and

files being shared with
External parties

HR Services

o

ZERO INCIDENT
CULTURE STARTS
WITH US!!

BE SURE TO:

Utilize File and Password
naming
convention for enhanced



Zero Incident Culture EZEH3CL
How to identify a Data Incident and Report Out?

IR A E HE FE A H R 7

It might be a Data Incident, and YOU have obligations
to fulfill:

XATRER

A Data/Report that includes Personal Data is exchanged without
password protection- submitted to HRS by requestor or sent out by HRS.

BEMABBBUER /R E L EFHER A NS . AN EEIT:

A Data/Report or hidden fields on spreadsheet that includes Personal
Data is sent to unauthorized requestor/unintended employee by HRS.

HRSIHE &M ABIRRBIE/ R EHE FRIE LAREFERAEBRERN
‘~ S| |Ar 1 o

PSS

IDENTIFY when ,where and how the Data

@ Incident happened and who is affected.f
FERS, i, TR EBIREHARES
R,

Employee receives incorrect pay due to HRS transaction. 7 ESCLATE the Data Incident to

EHRSSH MF A iEiR

Government requirements not filed within required timelines.

REME RIS PRAERZ BT E KRB HIES .

Anytime you think data is not being handled safely.
TN ABIRR B SR RELERRHE.

E-T-N
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your direct manager and HRS leader . %
BESSENEHERLEMHRSHIR A

REPORT the Data Incident by submitting
form at this Link immediately. i@ 3 fE 5%
A MR RGN SRR

Report person should be the one who captured the
Data Incident.

ZMBEFHNABTREREFTINLE.

Personal Data : Data that is or can be associated to a living individual such as name, email address, age,.....but much

more. PAHHE  SEFEFHNIABRRAUSZEXNEE, Glngta, SFaptrbit, Fi%F, BEAES.
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https://forms.office.com/Pages/ResponsePage.aspx?id=lVxS1ga5GkO5Jum1G6Q8xIUJMGXF9SdHjUUeehJg8mBUNFlYOFJWSVRBSENLOTY2MUlJSkZDQzg4RiQlQCN0PWcu
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